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Abstract

The document describes, as an example the usage of virtual machine backup
in virtualization environment via Infortrend EonStor DS subsystem and
Veeam Backup and Replication software. Infortrend’s reliable and robust
storage system, coupled with Veeam’s comprehensive VM backup software,
provides a cost-effective and easy backup solution for virtualized
environments to meet customer needs.
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Product Models Covered by This Document

This document applies to the following product models:

e EonStor DS Series: G6, G7 and G7i models
e ESVA Fibre Channel and iSCSI Series
e EonNAS 3000 and 5000 Series

For more information regarding individual product models, please visit
www.infortrend.com.



http://www.infortrend.com/
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Preface

This document assumes that users are already familiar with the configuration of
Infortrend storage subsystems and have already installed the Veeam software
into a computer. It also assumes that users have installed the VMWare ESXi
virtualized environment for virtual machine backup. This document uses
Infortrend’s EonStor DS to introduce the usage of Backup and Replication with
Veeam. Applicable storage systems are listed in paragraph “Product models
covered by this document” on page 3.

For more related information about subsystem configurations, please check the
user manual came with the storage system, or visit Infortrend’s official web site
for more product information: http://www.infortrend.com

For more information about the Veeam Backup and Replication software, please
contact Veeam directly: http://www.veeam.com

For more information of virtualized environment mentioned in this document,
refer to the VMWare website: http://www.vmware.com/



http://www.infortrend.com/
http://www.veeam.com/
http://www.vmware.com/
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Introduction

Server virtualization is a critical issue in current IT environments, especially the
backup & recovery of virtualized hosts which have become more important than
ever in recent years. Organizations of all sizes have been realizing that it is
essential to have a server backup and disaster recovery plan with proper
storage system and software that are built specifically for virtual environment.

Because Infortrend has already been providing virtualization-ready solutions to
provide the best protection and performance for users, the Infortrend storage
system can be used as the main data storage for virtual hosts. Of course, using
the storage system as the VM backup target is still the best practice because
users can receive the same benefits and capacity. Additionally, users can enjoy
the optimal resource efficiency, application productivity, operational resilience
and management simplicity at reduced costs.

With Infortrend’s partnership with Veeam, who has built software specifically for
virtual environments to provide fast backup, replication and recovery of virtual
machines, users can protect the entire virtual infrastructure with industry leading
features such as instant recovery, built-in deduplication & compression,
centralized management and more. Customers can also leverage the fast,
reliable and scalable storage system from Infortrend as well as the best in-class
host-based VM backup software from Veeam. Customers can protect their
investment in virtualization and maintain the operation continuously while
meeting the ever-changing needs of their business.
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System Topology

Before starting the virtual host backup process as described previously for best
performance and protection, customers should design their virtual infrastructure
carefully by leveraging the storage system as the virtual machine data storage,
so that the source data can also reside in the storage system. Then users need
to prepare another volume in the same or different storage system, which will be
used for the backup target.

Virtualization Server Veeam Backup Server
Ex: VMWare ESXi Server With Veeam Backup & Replication

Virtual Machines

Storage Networ ,
FC or IP SAN Infortrend Storage System

-------------------------------------- fmmmmmm—————a
f.\‘? : B |

S I

VM Datastore Backup Repository,

VM Backup

VM Restore & Replication

Figure 1: Integrated topology of Infortrend storage, virtualization server and Veeam software
Server topology

* Virtualization Server: For example, VMWare ESXi Server or Microsoft
Hyper-V can be used as the virtualization server to manage and deploy the
virtual hosts in users’ virtualization environment. Since the datastore for
virtual hosts is located in the storage system, the virtualization server should
be also attached to a storage network (IP SAN or FC SAN) for users to
access the datastore volume from the storage system.

* Veeam Backup Server: The Veeam software is installed in the host and is in
charge for the backup jobs of virtual hosts. To communicate with the
virtualization backup server, the Ethernet network (via LAN even WAN) will be
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leveraged. Of course, the capacity in the storage system will be used as the
backup target, and that means the backup server should also be attached to
the storage network.

Storage system configuration

In the following scenario, two volumes are required for the backup source and
target. The source volume is used as a datastore for the virtualization server to
store its virtual host files, and the target volume is used for the backup server to
keep the backup copies of data.

Using a redundant controller model of EonStor DS series to maximize utilization,
two LVs (Logical Volume) have been built. Each LV is assigned to a different
controller. For example, LV1 is assigned to controller slot A and LV2 to slot B.
Then, one partition is created on each logical volume, and one partition is
mapped to the virtualization server as the backup source and another partition is
mapped to the backup server as the backup destination.

For the virtualization server, users need to add a scanned storage system first
and name it as another datastore for placing virtual hosts (for example: Storage
Datastore). Then virtual hosts can be deployed to moved to this datastore for
better protection and performance. After the mapping process, the backup
server will have a new disk from the Infortrend storage system. The disk can be
mounted and formatted as a new volume with its own drive letter and name (for
example: drive E: as the Backup Volume). The volume will be used as the
backup target for the Veeam software.

Virtualization Server Backup Server

5

Storage Datastore

Figure 2: Storage configuration of Infortrend storage system
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Backing up the Virtual Machine

Step 1: Add virtualization server to Veeam management infrastructure

After installing the Veeam Backup and Replication software, add the
virtualization server with virtual hosts to the Veeam backup infrastructure first. If
the server is successfully added, the virtualization server and all the virtual
machines will appear in the software.

] 'ml Veeam Backup & Replication
| |

Home View Server

FFX €2

Add

Server

Manage Server Tools
Virtual Machines

= 'qjj Infrastructure
f@ VMware vSphere
S+ Microsoft Hyper-V

='J Add Server
E' Before using Veeam Backup & Replication, you must register your virtual infrastructure. To start this
process, click the Add Server button in the ribbon (or just click this text).
For VMware vSphere, add one or more vCenter Servers. You can also add hosts individually. Adding
vCenter Server(s) is preferred, because it makes Veeam Backup & Replication vMotion-aware.
For Microsoft Hyper-V, add one or more System Center Virtual Machine Manager (SCWVMM) Servers, Hyper-
V clusters, or individual Hyper-V hosts.

Create Job
Veeam Backup & Replication provides different options that allow you to balnce recovery time with
storage requirements. In general, backup is best suited for longer term archival purposes, and requires
longer recovery time. Replication is best suited for data protection with a short-term retention policy,
while providing the best possible recovery time.
To create a new backup or replication job, go to the Backup & Replication tree tab, and dlick the
virtual Machines corresponding button in the ribbon.

[% Backup & Replication

Figure 3: Add the virtualization server to Veeam’s management infrastructure first
Step 2: Add the backup repository from Infortrend storage system

The next step is to add a volume as the repository for the backup process. Since
a new formatted volume (Ex: drive E: from storage system) is available in the
server, a new backup repository can be added by assigning the volume, or even
a folder inside, on it. The repository will become the main backup destination for
the backup task.

Enter the name of repository (via Microsoft Windows Server because of using a
directly attached storage) and the drive (or a folder inside) for backup. Then a
repository made by Infortrend storage system will be available and be ready for
backup.
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ﬂ Repository Tools Veeam Backup & Replication
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o SureBackup
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[% Backup & Replication

Virtual Machines

Dj Files

fjj_l Infrastructure

Figure 4: Add a new repository as the backup target

New Backup Repository x|

— + Server
:é Chooze server backing your repository. You can select server from the list of managed servers added to the console.

Name Repository server:
Tipe IThis SEerver j Add Mew... |
| Capacity | Free | Populate |

R
CA 87.8GB 436GB

2847 GH 284 6GH

Repository D

2930GB | 2929GB
wPower NFS RS 23GB 0.0 KB
Review
Apply

< Previous | Mext = L} I Einish | Cancel |

Figure 5: Specify the disk drive mounted from the Infortrend storage system

Step 3: Edit the proxy settings

Veeam Backup and Replication software provides several modes for
transmission of backup data. It leverages a backup proxy to handle the
transportation. By default, it uses Automatic Selection mode and picks the best
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topology automatically. In most cases, the software will use Network mode to
guarantee that the backup job can be engaged successfully. But for this system
topology, since the virtualization server and backup server are attached to the
storage network and use the storage resources from the storage system, the

transport mode should be manually changed to Direct SAN Access for best
performance and efficiency.

After installing the Veeam software, a backup proxy in the same backup server
will be prepared. If another host is not leveraged as the backup proxy server, just

edit the setting of the default proxy server and choose Direct SAN Access as the
preferred backup transport mode.

_,I Proxy Tools Veeam Backup & Replication

Home | Backup Proxy
FFBDX 2

Add Edi& Disable Remove

Proxy - | Pro: Proxy Proxy
Manage Proxy Upgrade
Infrast| Edit Proxy e in an object name fo search for
Edit the backup proxy settings. —
| J | Tupe | Host | Desaipton
i Backup Repositories WMware Backup Proxy VMware This server Created by Veeam Backup & Replimﬁonl
i SureBackup

= "E‘j Managed servers
EEQ VMware vSphera
_E,"_" Microsoft Windows

[% Backup & Replication
Virtual Machines

Dj Files

fjj_l Infrastructure

Figure 6: Edit the existing default backup proxy
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Edit VMware Proxy x|

=  Server
{7 Choose server for new backup proxy. You can only select between Microsoft Windows servers added to the managed servers
= which are not proxies already. To add a new server, close this wizard and click the Add Server toolbar button.

This server s Add MNew...
Traffic I J —

Proccy description:
Summary Created by Veeam Backup & Replication

Transport mode:

Iﬂutomatic selection El

Connected datastores:
|Aulomatic detection {recommendad) Choose...

Max concument tasks:

=

< Brevious | Neat > Finish Cancel

Figure 7: Choose different transport mode for data transmission

Transport Mode x|

Select transport mode:

" Automatic selection

Data retrieval mode is selected automatically by analyzing backup proxy
configuration and connected datastores.

{* Direct SAN access

Data is retrieved directly from shared storage. The backup prooy server must
be connected directly into SAN fabric via hardware or software HBA.

" WMirtual Appliance
Data is retrieved directly from storage through hypervisor /0 stack.
Datastores with processed VMs must be connected to host running the
backup proxy VM.

" Network

Data is retrieved directly from storage through hypervisor networlc stack over
network using MBD protocol. This mode has no special setup requirements.

- Advanced
¥ Failover to network mode i primary transport modes fail or are unavailable
™ Encrypt LAN traffic in network mode (S5L) [%

ok | Cancel |

Figure 8: Choose Direct SAN access as the default transport mode

Step 4. Map the partition containing the source datastore to backup
server

For Direct SAN Access mode, the most important thing is that the backup server
has direct access to the source datastore to accelerate the backup process.
Veeam can use the source data directly and avoid some network and storage

1
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intervention limited by virtualization infrastructure. Therefore, the partition used
by the virtualization server has to be mapped to the backup server.

Caution! Since the partition is originally used by the virtualization server and will
also be mapped to the backup server, it's better to map the partition using a
specific filter and give the Veeam backup server read-only access to the source
VMFS volume. Do not initialize, or assign a drive letter to, the disk found after
the mapping operation.

Virtualization Server Backup Server

iep?”

. v
Storage Datastore - Backup Volume (E:)

“/Map with read-only
access

Figure 9: Map the source volume to the backup server with read-only access

Step 5: Rescan the storage

After mapping the source partition to the backup server, the new disk should
become visible from the server. Scan the system to refresh all the managed
servers to make sure that the new added disk can be used by Veeam. Or else,
the Direct SAN Access transport mode may not work even if it has been
configured.

12
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Figure 10: Scan managed servers in Veeam
Step 6: Create a backup job

When the backup source (after being added to the virtualization server and its
virtual hosts) and the target (backup repository from Infortrend storage system)
are ready and the related settings have been completed, users can start to
create a new backup job. Give the job a name first, and choose a virtual host for
backup from the virtualization server. Use the default backup proxy and select
the backup repository from the storage system.

13
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=g Veeam Backup & Replication
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Figure 11: Start to create a backup job

x
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Figure 12: Select a virtual host from the virtualization server
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New Backup Job x|

Storage
Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
job and customize advanced job settings if required.

Name Backup proxy:

IPu.rtomatic selection Choose... |
Virtual Machines

Guest Processing — — Capaciy: 2930 GB Wap backup

Sehedule Free space: 2929GB
S -Retention policy [:\E
Restore points to keep on disk: |‘|4 5: _;r)
Advanced job settings include backup mode, compression and deduplication, % Advanced
block size, notification settings, automated postjob activity and other options. 30¢ navan |
< Previous | Mexd = Einish | Cancel |

Figure 13: Specify the backup repository from the storage system (this step also includes

advanced backup settings)

Veeam software also provides deduplication and compression options for the
backup process. Use the advanced settings to modify the configuration. Those
options are enabled by default. The built-in deduplication and compression
capabilities can reduce the size of backup data, and therefore increase the
efficiency of the storage system and further reduce overall costs. But they may
take more time and consume more computing resources of the backup server.

15



Disk-based Backup for Virtualized Environment via Infortrend EonStor DS & Veeam Backup and Replication

x

" Backup| |

otifications I vSphere I Advanced I

- Deduplication
v Enable inline data deduplication (recommended)

-Compression
Level: I
IOptimaI (recommended) " j

Optimal compression provides for best compression to peformance ratio
for backup prowy servers meeting minimum system requirements.

- Storage optimizations
Optimize for:
Local target j

Best perfformance at the cost of lower deduplication ratio and larger
incremental backup size. Recommended for fastest backup to SAN, DAS
or local storage.

ok | cancal |

Figure 14: Toggle deduplication and compression in advanced settings

Leave the rest of options and parameters to default settings, and then the
backup job can be started immediately or at a scheduled time. Now a virtual host
backup job is available and users can check the backup progress through the
job list.

J| Veeam Backup & Replication

Hume
Sagnl e

Badkup Replication VM File Restore Impaort
Job Job Copy Copy Backup

Jobs Restore

Backup & Replication :§| Type in an ohfect name to seardh for

= @ Jobs Mame | Type | Status | Last result
{EE; Backup {%Eac‘mp to Storage VMware Backup 0% completed at 0 KB/s

= ﬁ; Backups
él Imported

[ [ Last 24 hours
[ Running (1)
L&y —uccess

[ Failed

Figure 15: Check the backup progress in the job list

Step 7: Check the backup statistics and report

Users can check the detailed progress or the backup result via the Statistics and
Report functions. Backup statistics will provide backup status, duration, data
transferred, and processing rate, and even the detailed action involved in each

16
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step. It also provides the backup bottleneck analysis for reference, so that users
can tell if the limitation of backup performance was caused by the source
(server), the proxy, the network between the source and the target or the target
storage itself. The information is very useful for analyzing and improving the
efficiency of the backup process.

'%;. Backup to Storage (Full) x|
Job progress: 1of 1WMs
| Completed successfully
— Summary —Data Status -
Duration: 0:14:03 Processed 100.0 GB (100%) Success: 1@
Processing rate: 123MB/= Read: 100.0 GB Wamings: 0
Bottleneck: Source Transfemred 100.0 GB (1=} Errors: 0
VM name | Status | Action | Duration
(J Veeam Cerficat... Success (J Job started at 10/19/2012 12:00:25 PM
& Building VM list 0:00:19

(J VM size: 100.0 GB

O Changed block tracking is enabled

Q Preparing next WM for processing

Q Processing Veeam Certfication VM® 01332
Q.NI VMs have been processed

Q Load: Source 99% > Proxy 17% > Network 3% > Target 4%

Q Primary bottleneck: Source

(& Job finished at 10/19/2012 12:14:33 FM

Hide Details OK |

Figure 17: Check the backup statistics including the backup duration and process bottleneck
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Restoring Backup Copies

Choose the restore type

Once the backup job is completed, Veeam provides several restore operations.
Users can restore the entire VM (similar to replicating the same or even different
virtualization server), restore by copying the VM files (.vmdk) directly, or restore
virtual hard disks in a virtual host. For some operating systems (such as
Microsoft Windows or Linux), it even allows users to restore specific files and
folders from the virtual host backup.

e | Backup Tools . Veeam Backup & Replic
Home | Backup

3 6 E@ﬁ & X

Instant WM | Entire Guest Application = Remove
Recovery WM FI|ESv Files ~ Items - from Disk

vPower Restore Actions
Backup & Replication ‘%‘ Tkpe in an object name fo search for
= {g} Jobs Job name | Creation time
@ Backup B &% Backupto Stmage 10182012 448 FM
= ﬁ'::ﬁ Backups Vee: ertificatinn A/ 10/18/2012 4:48 FM
2 Disk [Ep Instantrecovery...
£z Imported ﬁ‘ Restore entire VM...
= [ Last 24 hours
B (B Success ﬁ Restore VWM files. ..
[ Failed % Restore WM hard disks. ..
Q = Restore guest files (Windows)...
@ Restore guest files (Other 0F)...
=% Remove from Disk

Figure 18: Veeam provides several restore options for the backup copy

Veeam supports a special restore method called Instant Recovery, which allows
restoring the whole virtual host and is ready for use in a matter of seconds.

Step 1: Engage the instant recovery process

Select the backup copy first and choose to start the instant recovery process. If
several backup operations have been completed, Veeam will leverage the
incremental backup option and keep all differential backup data as different
restore points (just like taking snapshot images). Before starting the recovery,
pick a specific restore point for instant recovery.

18
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ﬂ
Restore Point
II Choose restore point you want to recover the selected virtual machine to.

Virtual Machine VMname: Veeam Certification VM Original host:  localhost

TR Awvailable restore points:
Date | Type

Datastare [ ] 10/18/2012 Thursday 5:15:48 PM Incremert |
10/18/2012 Thursday 4:48:41 PM Ful

Restore Reason

Ready to Apply

Recovery

< Previous | Mext = Finish | Cancel

Figure 19: Pick a restore point first for instant recovery
Step 2: Choose the restore destination

Users can choose the same or different virtualization server as the restore
destination. To use the recovered virtual host immediately, users can also
connect VM to the network or power the virtual host automatically. Caution: if
users try to restore to the same server where the backup copy resides, they
need to change the restored VM name to avoid confliction with the existing
virtual host. Also, connecting VM to the network directly may violate network
configurations. Users have to modify the network interface related settings in
advance.

19
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Instant Recovery il

Destination
Choose ESX server to run the recovered vitual maching on. You can choose to power on YM automatically, unless you need to
adjust VM settings first (such as change VM network).

Virtual Machine Haost:

[172.18.4.168 Choose... |
Restore Point

Restored VM name:

_ |‘u'eearn Certification VM - Recavery
Diatastore Besource pool:  Resources
6 "F'.l:fal_u “

Restore Regzon
Ready to Apply
Recovery

Il Connect VM to network
Il Power on VM automatically

< Previous | Meo = Eirish | Cancel |

Figure 20: Choose the restore destination and configure the recovered VM settings

After clicking the Next button several times, users will have another virtual host
which is ready to be used in the virtualization server.
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Restoring Backup Copies

Infortrend EonStor DS and Veeam Backup and Replication software provide a
reliable backup and replication solution for a VM environment. This combination
is a cost-effective disk-based backup solution that maximizes data reduction and
scales to meet demanding enterprise environment needs.

Infortrend storage system provides robust storage to protect user’s data no
matter where the data is located in the production source side (or even in the
backup target volume). It also provides high data transportation rate with
excellent performance, and can significantly shorten the backup duration. To
cope with the increasing amount of backup copies, Infortrend system also has
the expansion scalability to meet any capacity requirements. Leveraging the
capabilities of Veeam, Infortrend storage systems now support virtualization
environments, and provide various efficient functions to accelerate backup
processes (such as incremental backup) and reduce the size of backup copies
(such as deduplication and compression). It helps users achieve better
Recovery Point Objective (RPO).

For a virtualization infrastructure, Infortrend and Veeam provide fast, flexible and
reliable backup and recovery of virtualized applications and data. Backup and
replication are unified in a single solution, which increases the value of backup
and reinvents data protection.
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